


gain further useful information from
these reports, such as, controls
addressing operational risk areas,
wider regulatory compliance, business
continuity planning and disaster
recovery.

In addition, the lack of one
international standard has resulted in
some global organisations issuing
reports under various local third party
control standards. This creates
inconsistencies and confusion in the
marketplace.

Background

"You say you got a real solution,
well, you know,
we'd all love to see the plan" 2

The International Auditing and
Assurance Standards Board (IAASB),
an independent standard-setting
board, has addressed several of these
issues by proposing a new standard
focused on enhancing auditors’
consideration of internal controls at
service organisations. The proposed
International Standard on Assurance
Engagements (ISAE) 3402, Assurance
Reports on Controls at a Service
Organisation, is a subject matter-
specific standard developed under the
IAASB’s International Framework for
Assurance Engagements. The
proposed ISAE 3402 standard is not
intended to replace the country
specific standards, but rather provide
a reporting option for service
organisations to address the
challenges previously described.

Simultaneously, the United States is
looking to update AU section 324
(SAS No. 70) to bring it in line with
the proposed international standard.
The existing standard establishes
requirements and provides guidance
to an auditor of an entity that uses a
service organisation (user auditor)
and an auditor performing a service
auditor’s engagement (service
auditor).

In the proposed standards, the subject
of service organisations is presented
in two separate standards:

» One proposed standard will be a
Statement on Standards for
Attestation Engagements (SSAE)
(i.e., attest standard), Reporting on
Controls at a Service Organization.

» The second proposed standard
complements the proposed
Statement on Auditing Standards
(SAS) (i.e., auditing standard),
Auditing Considerations Relating to
an Entity Using a Service
Organization.

The proposed SAS addresses user
auditors, and the proposed SSAE
addresses service auditors.

The result of these independent, yet
related initiatives has been the
convergence of the international and
US standards (in addition to other
local standards typically less relevant
to the Irish market).

Standard setting organisations
within each country are
encouraged to either directly
adopt the ISAE or amend their
existing standard to closely
align with ISAE 3402.

» While the standards remain
grounded in addressing the
financial reporting requirements of
users of service organisations, they
are expected to ‘open the doot’ to
allow reporting on controls beyond
financial reporting in areas such as
regulatory or compliance controls,
operational controls, and business
resumption/disaster recovery
planning controls.

» The proposed standards require
that management of the service
organisation provide a formal
assertion acknowledging its
responsibilities for the controls,
providing user auditors and user
organisations with a greater level of
comfort.

In addition to those points noted
above, the international standard
would also provide more consistent
reporting globally, thereby

US - Statement on Auditing Standards (SAS) No. 70
CA - Canadian Institute of Chartered Accountants (CICA) 5970
UK - Audit and Assurance Faculty Standard (AAF) 01/06
AU - Guidance Statement (GS) 007

HK - HKSA Statements - Auditing Practice Note 860.2
JP - Audit Standards Committee Report No. 18
DE (Germany) - IDW PS 951

ISAE 3402 will be the basis for updates made to various country standards
or become the default standard for countries without existing standards

International Standard on Assurance Engagements (ISAE) 3402,
Assurance Reports on Controls at a Service Organisation

While the provisions within the
proposed ISAE 3402 standard are
similar to the existing or proposed
country specific standards, subtle
differences will remain due to local
protocols and framework.

Potential benefits of the
SSAE and ISAE 3402

“All your life, you were only waiting for
this moment to arise” 3

The new standards provide service
organisations and user organisations
with some great opportunities and
benefits:

eliminating the need to understand
or interpret multiple report standards.

Anticipated differences
between the US and
International standards

The two significant expected
differences between the SSAE and
ISAE 3402 are:

» The production of an Audit Guide.
As noted above, the US standards
will be supported by an Audit
Guide. However, in relation to the
ISAE, guidance for the service
auditor will be solely contained in



Table 1: Anticipated differences between the proposed ISAE3402/SSAE and

the existing SAS 70 standard

ISAE 3402 (proposed
Topic Existing SAS 70 Standard (prop )
SSAE (proposed)

SAS 70 is limited to controls
over the processing of
financial transactions by a
service organisation.

The auditor provides an
opinion based directly on the
subject matter with no formal
management assertion.

Opinion /
Assertion

Work performed by internal
audit to support the service
auditor's opinion is not
disclosed.

Disclosure
requirements
for use of IA

Guidance is provided in an
annually updated Audit
Guide, which includes
illustrative control objectives
for various types of service
organisations.

Audit Guidance

Type I - report on the fairness
of the description of controls
and whether those controls
were suitably designed.

Example of
Terminology

Differences Type II - report also includes

an opinion on the operating
effectiveness of the controls.

the standard itself and will not
contain illustrative control
objectives.

» The consideration of ‘the use of
experts’. The current draft of the
ISAE expects the use of experts to
be infrequent, while the SSAE
considers this to be a more routine
activity. The result of this is that
the ISAE standard considers that
the use of an expert should be
disclosed in a manner similar to
the use of internal audit.

Anticipated changes

Table 1 (above) provides a summary of
the anticipated differences between
the proposed ISAE3402/SSAE standard
and the existing SAS 70 standard.

Expected Timeframes

At the time of this article, both the
ISAE 3402 and the SSAE are still in
draft, with the development of such

Report can be extended beyond
financial reporting.

In addition to the auditor's opinion,
management of the service
organisation provides a formal
assertion affirming its responsibilities
for the controls in the report.

Work performed by internal audit
used in part to form the service
auditor’s opinion shall include a
description of the internal auditor’s
work and of the service auditor’s
procedures with respect to that work.

Guidance for the service auditor will
be solely contained in the ISAE itself
and will not contain illustrative
control objectives.

The US will continue to provide audit
guidance to support the SSAE/SAS 70
standards.

Type A - report on the fairness of the
description of controls and whether
those controls were suitably
designed.

Type B - report also includes an
opinion on the operating
effectiveness of the controls.

standards involving a “long and
winding road”*.

The timelines detailed below include
estimates, with a possible divergence
in the release and adoption dates
between the ISAE and the SSAE.

Irish service
organisations

The growth in outsourcing is a global
phenomenon which seems set to
continue. Events in recent months
have highlighted Ireland’s difficulties
in competing with lower-cost
locations. Many Irish organisations
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are differentiating themselves by
focusing on quality, risk management
and control. The new international
(and US) standards offer the service
organisation the opportunity to
broaden the scope of their assurance
report and compete internationally.

Specifically, service organisations
should consider the following:

» What processes does management
of the service organisation have in
place to provide them with support
when completing the management
assertion over the controls in
place?

v

Expanding the report beyond
financial reporting may create a
perceived threat or opportunity for
the service organisation.

- Are customers seeking additional
comfort in a particular area(s)
but the service organisation has
not historically incorporated the
area(s) either because of
limitations with the existing
control standards or concern
that the area is not prepared for
areview?

- Will management take
advantage of the opportunity to
report on controls in an area(s)
beyond financial reporting to
meet customer demands?

» Has management of the service
organisation considered
information contained in its
contracts and service level
agreements and the need to
incorporate these requirements
into future control reports?

v

Has management of the service
organisation reviewed the current
compliance activities for
opportunities to reduce
compliance costs through
simplified and consolidated
reporting under the proposed
standards?

December 2010 June 2091
ISAE 3402 US S5AE
June 2009 effective date for  effective date for
Final Release * audits® audits®
of ISAE 3402 ({early adoption (early adoption
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» Do existing or new service offerings
require compliance or operational
‘audits’ or third-party assurance
that could be combined with
financial reporting ‘audits’? This
could include areas such as anti-
money laundering or regulatory
compliance.

» Has management of the service
organisation reviewed ‘audit’
activity and site visits executed by
their customers to determine if an
attestation report could reduce or
eliminate customer-requested site
visits?

» Does the service organisation issue
several different types of third-
party assurance reports (Agreed-
Upon Procedures, Attestation
and/or SAS 70) that may be
consolidated or eliminated under
the proposed standards?

The new opportunity to expand
beyond financial reporting may
become a useful competitive
advantage, but could also lead to
report exceptions as controls in other
areas may not be sufficiently
formalised or evidenced. Management
should consider performing a

comprehensive design effectiveness
analysis and operating effectiveness
testing to identify control gaps prior
to performing an attestation of any
new control activities. The benefit of
this pre-assessment is to afford
management the opportunity to
undertake remedial action, as
necessary, to address any design or
operating effectiveness observations
prior to commencing the attestation.

“Ob-la-di Ob-la-da life goes on bra,
Lala how the life goes on” ®

The new standards will be issued and
it is important that Irish service
organisations move with them. As the
focus on outsourcing and
globalisation continue to increase, so
too will the move towards the use of a
consistent third party assurance
standard. However, the US standard
(SAS 70) has been seen as the “brand
leader” in this area for some time and
therefore some service organisations
may prefer to continue utilising a US
standard. The close alignment of the

standards by the AICPA and the
IAASB has attempted to minimise
inconsistencies in the approach to
service organisation assurance
reports, regardless of the reporting
standard used.

Irish service providers may be able to
utilise these new standards to
position themselves to achieve
success on a global basis. The
increased scope of the standards offers
first movers the possibility of
competitive advantage. With all the
doom and gloom in the Irish
economy recently, we should all echo
the Beatles words and say “Don't let
me down”¢ to the Irish service
organisations!
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